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https://www.article19.org/data/files/medialibrary/38039/Article19_Final-Risky-Online-Behaviour-Farsi.pdf
https://freedomhouse.org/report/freedom-net/2014/iran
http://12mars.rsf.org/2014-en/2014/03/11/iran-the-revolutionary-guards-the-supreme-council-for-cyberspace-and-the-working-group-for-identifying-criminal-content/
http://www.rsf-persan.org/article17365.html
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facebook

Dear Facebook user, Uodat
pdate your

In an effort to make your online experience safer and more enjoyable, Facebook account

Facebook will be implementing a new login system that will affect all
Facebook users, These changes will offer new features and increased
account security,

Before you are able to use the new login system, you wil be required to

update yvour account,
Click here to update your account online now,

If you hav uestions, reference our New User Guide,

Thanks This link goes to http://facebooki.ir - NOT
The Facebook Team  the real Facebook!
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https://citizenlab.org/2015/08/iran_two_factor_phishing_farsi/
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Subject: Balatarin Account Verification

Date: Fri, XXXXXXXXXXXXX

From: "Balatarin" <accounts@balatarin.com>
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The site's securitfy 10,5 ddled> 8l opl dds gyl Lo 00,5 0oLl
certificate is not trusted!
You attempted to reach www.kia.com, but the ~ _
server presented a certificate issued by an entity o‘ }‘ ..\.j_.)}l{ ‘als.:\.% Lo.& 9 \.U.bb‘ﬁoj Ql..w 6)%}' C)ﬁ';'?
that is not trusted by your computer's operating

system. This may mean that the server has )l).é ).EJ ol A L J@‘g?d a>glo qu}l}‘ La:cql,‘»u;
generated its own security credentials, which _
Google Chrome cannot rely on for identity (. 4.3‘4.1.9)5
information, or an attacker may be trying to
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intercept your communications. You should not
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waming before for this site
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My computer

iJ My computer

System Tasks

View system information

b Add or remove programs

D Change a settings

Other Places

ij My Network Places
D My Documents

I shared Documents
G Control Panel

Details

My Computer
System Folder
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Windows Security Alert

X]

To help protect your computer, Windows Web Security
have detected Trojans and ready to remove them.

Detected spyware and adware on your computer

v Trojan Horse Generic11.0Q])

° W32.Benjamin.Worm

0 Trojan Horse IRC /Backdoor.SdBot4.FRY
° W32 .Nimda.J@mm

) w32.Mypics.Worm.36352

®

Filename:

ciodm. dl (]
perfd009,dat
user32.dl
KGyGafvL.sys

Spyware is software, which can gather information from user's computer
throught Internet connection and send them to its creater, Gather

information can be passwords, e-mail adresses and all that data, which is
important for you.

[} 100%

Name
0 Trojan Horse Generic11.0Q)
) w32z.Benjamin.Worm

0 Trojan Horse IRC/Backdoor.SdBot4,FRY

@ w3azNimda.J@mm

explorer.exe [w ‘
[ Remove all ] [ Cancel ] )
..
h.exe
© WARNING | 2
Type Threat level
Virus High \:\
Virus High ‘,‘
Virus Critical
Virus Medium
Virus Medium \v\

@ W32.Mypics.Worm.36352
Y .

Recommend: Click "Start Protection” button to erase all threats

Start Protection

¥ Troian Horse Generic11.00)

Yirus
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